
The Toll
Fraud Files

Case Study # 1:
The Voice Mail Marauders

Toll abusers victimized a Colorado
organization by setting up a call-sell
operation from pay telephones in
New York City and suburban New
Jersey.

How They Did It

The perpetrators called ­
into the organization's
voice mail system on
its own 800 lines. ....~~' ...
Once inside, they <"~~"-

hacked access codes until
achieving a "hit." With the valid
code, they were able to transfer
calls through the voice mail
system's automated attendant
feature to the public switched net­
work.

Because the_ system allowed unre­
stricted outbound long distance call­
ing, "customers" of the call-sell op­
eration were able to place hundreds

of unauthorized calls to Central
America and the Dominican Re­
public. The hackers collected the

cash, then vanished when their
scheme was uncovered.

The Victim's Loss

Financial loss to the organization:
$20,000 over a six-day period.

Continued on reverse side
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To safeguard itself from further
fraud, the organization:

.Printed on recycled paper.

• eliminated outgoing long distance
trunk access through its voice mail
system

• re-programmed its voice mail sys­
tem to invalidate calls that employed
the outgoing trunk access code

• restricted its Automatic Route se­
lection (ARS) feature to disallow in­
temationallong distance calling
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How the Victim Responded

The tip-off to toll fraud was a high
volume of incoming 800 calls from
New York and New Jersey-areas
not ordinarily served by the Colorado
organization. Subsequent investiga­
tion-with the assistance of
U S WEST Communications­
revealed the magnitude of the
problem.

U S WEST CommUDicadons:
Dedicated To Fighting ToU Fraud
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Dear us WEST Express Calling Card Customer:

We 3rt ple3sed to prC'\"ide you with the n¢w L"S WEST Express Calling Cud. It·s the t:lsy, convenient \\.::ly to
m.:lke calls .... hile a\\3Y from home. H¢re's ....hy:

THE CARD THAT'S EASY TO USE

• The US WEST Express Calling Cud number is. in most cases. your home t¢Jephone number and a four.digit
~ecurity code you ca., choose )'ourself (.:lny number from 2000 to 9999).

• There are no long. cumbersome numbers to memorize. You simply dial "0". enter the number you're calling•
....ait for a lone. then enler your US \-VEST Express Calling Card number.

• Tne cud works in ~ost card·reader phones. Just inse:"t your cud in the slot according to the directions Qn the
phone and ente. the number )'ou're calling.

THE CARD THAT'S ACCEPTED ANYWHERE

:--:0 matter .....he:-e ~ ou t:'3\'el )'ou can use )'our t.: S \\"EST Express Calling Card ....·ith confidence. It's accepted
almost any!!"he:-e. anytime. on almost every phone: across town or around the world.

THE CARD THAT SAVES YOU MONEY

l'sing the US WEST Express Ca!ling Card to make )'our local and lon, distance caUs when you're a....·ay from,
home costs less than bill·to-third or collect caUs. The,re is no chu,e for the card and no annual fees. •

THE CARD THAT'S MORE SECURE

E\en if it's lost or stolen. your US WEST Express Callin. Card is SKure because your security code is not
printed on the cud. Please read the enclosed information for more tips on keepiDJ your card safe from fraud.

The ease and convenience of the Express Callin, Card is one more ",'ay US WEST Communications is helpin,
~'ou make the most of your lime. If you ""ant to order additional cards, or choose your personalized security
code. please call ~'oW' local business office.

Sincerely. •

Lori Vienneau
US WEST Communications

_ -;;'_-'': _-;." '".4c;" • . :', .:: ..... : ••• -
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The only card you need:

E a s y
Th~ ;:..l~d nL:i'";j~~r. ::1 i~;l": .....~' •. '& <' '. l',.;

""\l-!"\.., .. n....'l.... r .,,..; ..' ~'" .:
~Ii~ .1,- .. ~. ~""," _;11". _ ' ;.. .~ _ .

... h(,..~.;~ ~ \'ur~~lf. '.

Convenient

Universal
Th~ c.:lrJ is JCC~ri~J ~~ !~~\"!,t :(\:~C "':: ... : ..~:;:~

COl":"lP:lnj~s to p):,K'e ..:.:i!, ':;1~ \\ he;~ :'~C'::1

:drr:ost ~r;y ~hon~.

Secure
For ~ our protection. ~ our ,~c~jit~ ,,('IC~ I:' ~l'

printed on your c~rd. To f:Jnhu ir.~;';ie ::p;:-.
fraud. follow the simple guide!irje~ b~;:\\.

How to use your Express Calling Card for local and long distance. c~lIs.

Touch tone phones
1. Enter "0"
2. Enter the number you wish to reach,
3. Usten for a tone.
4, Enter yoUr card number. inc:luding

)'our security code. (Rotary phones.
wait for operator. then give card
number and security code'>

Card reader phones
1. Insert and remove c'~d according IJ

instructions on the phone,
1. Wait for the next dial tone,
3. Dial "0" and the number you wish :0

reach.

Tip:
If the number you're
calling is the same as
your card
number.you only
need to enter your
security code.

Your carel numlMr is "

1102 SSS lc3~

Proted your card a,alnlt fraud:
1•. Use I card reac!er phone wheDever available. - . ..
2. Position yourself_so that persons staadinl near you can not watch you dial or hur )'OU speak )'our security code.
3. Never live your security code to anyone caJtin, you. even if they identif)' themseh'es as phone company

employees. Jaw enforcement laencY representatives, or long distance security persoMcl.
4. ExamiDe your monthly bill. _
S. CalI the appropriate number on the back of your Security Card immediately if )·ou suspect fraud on )'our card.

.-
~; .... . .~ ----------~--.---------, -------------.'. ---.-.... ~~ ,.. ~.' ~.;' '. . I .... .._.. . .. ..' .•::!..~~ '-
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The ToU FI'IUd PreYwJtiDD Committee of* AIIiacc for Telecommunications Industry
Solutions (roru-ty me Excbqe Carrier sr..... AIIociatioa) bas reviewed the problem
ofremote access bud at privIte brm:b"'.1. (PBXs). voice mail systems. IDd other
customer premiJe equipIMIlt (CPE). Such hud is • ';ous JiIbiJity for bnliaas customers
(and other CUSlem.s)oft~ ..... resuItiDa in buDdreds ofmiU.ions of
dollars ofloues ...."y. To date. DO 0.- CIIl JAY with my ccmfideace that a solution has
heal fouDd, or tbIt the problem is UDder COIlU'OI.

Remote access bud iDvoJves the peoeMioD of. PBX or other CPE by ODe or more
UIIIUtborized CIIen. IypicaIIy for the purJaI ofpiN. aee-. to restricted information or
to nerwork fiee:iIiIies... the dehudIr~ be c:bqed for resuItiDa caBs. PBX remote
access fi'Iud is hqI.-Jy used for -call III- 0,." wt.1: people pay dehuders to
place UDJimited calli to iDtemII:ioaIl..i d_. CcDpromieed IccesI codes (800 or local
numbers which rIICh Direct IIIWIIdS,-~ (DISA] portland nWnteMnce pons in
the PBXs) haw a QD'weW VIlue of......of ill die toll hud UDderworId.
Criminals haw a as ........dYe. COIIIIIII-'Y. to _ telecommuDieatioas
equipmeIIt for I'IIIDOte tceeIS hud.

In IDIIyziDg tIIis pi.... the TFPC d.u'" Id..tt.e are DIlDY actual or poteatiaI
pil'ticipaats invoIwd in~ CPE of..., t"e to tellODI&.IIIIIiCAlrions users. It is
reasonable to .,.,..a tl.-1IdI pII'ty willet fIIIIl.sNy ....providiDa IUCb~t to
ensure that appropriM. security __hud is included, The TFPC
identified the foDowiDl u industry tbIt are iDvolved in this issue:

• the busiaea OWDeI'

• the con""
• sales at irs"sti1a firms
• oriIiDal ...... - .....6caurwI
• mlllufiClUnn ofMjnae:t ......_
• mll'keters of-.dIry1refiubished

equipmeat

• local telephone companies
• lona di••nc:e CIn'iers
• law eaforcemem apncies
....·ars

• inIurers
• COJIIUIIler/user groups.

Many oftt.e. III•• may be iIrYot'M:I ill • iDdiYicIuIJ CPE coafiaurarion, The typicIJ
PBX JOII tbrouP.., 1tepI: a II -, ...,.._ eYlhrarion, pure' 51
decision. equipJ•• d 'p, lad 1111i 0III0iDa ute. lad

. eventual retiJ_...lIl,IlCIR... 1'IIuI, it..to.., to evaIuaIe die security ofa
telecommuDiCitioas~ It propel.'".. ill the equiplnent's life cycle.

With this diJabtiaacX~. security it ... 7 1...... This ......
~ die talk of..~who,. 'II •• look for CPE with lax IICUrity to use
for their iUepI purpa_. It II Me IIlry to..dIIt die "'Iin.I. owner. die 0...-or
leuee of the CPE. bu the primary ad pallIDOUIIt en. cultOdy. and control ofthe CPE.
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The owner has the responsibility to protect this wet, the te1ecommuDie:ations system,
equdy U well. ott- financial .... ofthe business. The PBX is vital to the business's
heIltb, siDce w.Dy fNfJIY bu'" IUlViWIIDd thrives by commuaicatiDs with odIer
businel__ e&*0IIBS. AbuIe oltbe PBX by backers, even to the disruption ofits
fUnctioaiII& caD CIrIY. sjpifiClIll fj-w::jeI .. opdltioaaJ peaalty. Consequently, the
business owner alit IIIUI'e that the PBX (1Dd die eaIire telecuh"MmjeatiOns
environment UDder the owner's control) is secure fi'om peuetrltiOD aDd abuse.

It is worth notinI that this form oftellCQ!lWleiratio1JS ftIud is. crime. Businesses,
whether smIII firms or 1IrF corporatioDs" .-e.... before the law. They also eIioY the
SlIDe protectioaIu other citizeas. iDdu" prOleCtioD fi'om UDIawfW disruption oftheir
operations ad ftom theft. Therefore, dehuden ofthese corporate citizeDs should be
prosecuted to the fWI e:xteIIt ofthe law.

It is esImItiaI, tWefore. that fNfJlY iJ'da'''')' npnwlUppGl't the iDIepItion ofIIICUrily
into PBXs, voice ... systems, ad otber CPE. S-......haw • direct role, u is
the cue for the.....- 1M""'cnnrad 1M iMs'stioa firm. Otbm, such u
l.sWon IIId ...'....... haw:... dnct, .... iaIponaa role ill tile coaaoJ oftoll
bud in.-raJ, .. nmote ICCIa hud ia pIdiadar. Tbe aurhnwt to this poIitioa.
pipe!'~ die,.,.'........«tile TPPC for IKh.... oltlle _1Iby. For
each there is • , '~ for pnIV........ supported by IdditioDsIItepi
that eICb pill)' take. 1'hIIe real ,t&e. are DOt .....1ItiYe ofaD preV'llltive
steps. nor will thole that are adopted end remote ICCeIS bud. However. they wiD reduce
the risks that incb.-ry cumatJy &ces.

- - 1
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A1TACIIMENT: SUGGESTED AN11-Jl'RAUD EFFORTS BY INDUSTRY
SEGMENT

RESPONSIBIUI1ES OF'I"RE BUSINESS OWNER:

The basic respontibility ofthe busjness OWllll' is to devote adequate resources (time.
talent, capital, etc.) to the selection ofCPE IDd to iu"..,......, iDcl1ldina ftIud
prevention.~ aDd deterre:DCe. It is. _1IItiII part of"""'llial the ",'';''5.
The owner IDUIt ct.aand that intemIl st.aIf....pponiDa external profeuionIIs, such IS

consultants. iDcll1de1eCUrity eemeems in tile 8Y1Ju1tion, design and operation ofthe
telecommuniCllion enviroDmeDt for~""-'5.

Other eftbrts Ire biPJy recommended to .... that IICUrity marches the importIDce
placed on efticieDcy, economy, accouatabiIity, etc., u CODIiderations in PBX IDd CPE
design.

• EaJist laIowIedaeable profeuiOllllIUJ'PCXt (COIIII...., security experts) IS

Dllded.

• 1IIc:Iude IeCUrity u • prime~ in the definition ofsystem IDd u.­
needs.

• Require supplies to provide only the CIpIhiIiIies requiredlrequesed. Other
featuns should be DIIde kDown, with COIJttols, restrictions, wInenbilities clearly
noted.

• IDclude -=urity support in nwinterJ. ae .......5. ldeatifY emerpncy telephone
~ to be UIei on cIiIcoYery or allflicion offi'audu1ent abuse.

• DefiDe and impNmeat ID lllti-hud pm EaIiIt employees in the plan; provide •
feedbeck .,... for IIDII'JIIICY aIeftI. Maaiter IIId refine the plan.

• Ma.... the 1II1commalJlicllia..,-Mea iastaIIed: monitor UIIp c:ontiDullly;
auip IIId IIICI"YPt pIIIWOI'ds; I'eIIrict ... iD, out. and between~
nodes ofthe ayIteIII; assure the~ lad IeCUrity ofints'ccmnected CPE.

• EDIiIt law enforcement ..-aeswi-. victimized; preserve evidence for
prollClJlioD.

- • Secure rehrv_ documentItion, to avoid compromise IDd piracy ofdati,
pIIIWOIds, etc.

• Secure ICCIII to the physical fIcilities, cabling, acceu ports, administrative
ter ..i ....s, etc.

RESPONSIBD.n1ES OF TBE CONSULTANT:

The~ .."..,.~ b...... owner .........whit type ofequipm8It to buy,
what type of IeMCeS to instill, Ind bow to con6aIn both equipII-.It ad ..w. for
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the desired oper." eaviro..... It is the conadtat's rapollsibility fi'equeDtIy to act
in place oftile~. CoaIequady. the ca.... bas tile lime tub u the owner.
TIUItId for .,.., ..,.nile. the COM.... _ pJIce biIh IIDOIII bisIber priorities the
estIbIi""'-t ofl-.are telecolDft'lllieltiet ....rIIIfJIf. This requires that the
COIIIUItant be wry aware oflIlY hud i... I ,.". dina the system being recom­
meaded, mel ....... others iDYoMd (WIIIIon. iIIIta'lMioo teeJmic:i.ns, etc.) meet or
exceed the levels ofIICUrity~. The cc.I*,", Ibould take stepS to ensure that
security is cared at the·time ofiDstIDatiOD mel dO the future.

Additional suppan efForts are appropriate:

• UnderscIDd all current budapa._ with CPE. ad know bow to~ if
not~ .cpoIUI'e ill die cal_ .1111M·'-'" environment.

• CoDlider IIlCIUrity fauns...=s, I NCO ,wodrion on equipiDlllt. and
detIil in writilw to the OWDW die'" apa... oftbe iDsI coa&pration.

• UnderscIDd how features ill thllocsI_..diltaDCe cmiers' III'Yices can be
UIId to • brDe the IICUI'iIy ofa. JIII.J m.

• Be kDowIq.1bIe ofad msb the .,... ...-e ofIdjuDct equipmeat that can
help prevent IDd identifY abuse.

RESPONSlBILiI iES OF TBI SALIS AND INSTA.LLADON Jl'lllMS:

The sales and joe 'hrioa firms. wIicb wII provide~ .-vice IDd
maintenace oftile CPE. shouIcI .... in the ....... owner Ibout the rilb md
vuIDerabiIiti. oftile ......... While ••• . • tile wille oftile system's festures, the
sales lIems should make known the dInaers oftaU fi'aud.

Additional support efForts are appropriate:

• Be completely &miJiar with the .,.......... inelu"i,. thole subject to
compromiIe IDd abuse, such u DISA, nwiJ'Mwwtce portS, leat cost routiDs
features. etc.

_ • IdentitY IDII cIwp lIlY de&uIt cocIII_ coaaoIlCCe11 to fesIures IDd ficiIities
._ thst .. wdljec:t to compromiIe lad.... Secure such repllcement codes with

rIIpOIMiNe T IIIDIIIt penoJmII.
•~ ...... thst are DOt IIU••:' with the NIl kDowiedae olthe~.
• F..... tiJne ofclay~ lUCIa u DO ICCIII to iDtmIsIioDIl caIIias at .....

lDdonw••k...
• Restrict 8C1l•• to &ciIities (WATS. paNe IIItWOrk "disJ 9") IDd establish caIJinJ

privilepsllimits (mtemsl, local. domeIbc. iDtmIsIioDIl) u appropriate.
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RESPONJmIUI1ES OF THE MANtJFAC'J'UURS OF ORIGINAL AND
ADJONCf EQtJIPMENT AND TIlE MAIUCETERS OF SECONDARYI
REFUDISIlED EQUIPMENT:

These industry 1."'-1 play a speci.' role ill protee:,it., the iDdustty fi'om toU fraud.
These~ mutt develop ... cIefIoy Iutie lad tdfective security protections
to complement the IdvIDced telecoJlWlnjceo. features required by busiDesses. In
many cues CUItOIIWS are DOt aware ofdle ... Cor such protections and do not request
them. They are oft. UDaWlre oftile~ of111 uuproteeted system and ofthe
dogged drive ofdle backer to find new PBXs to abuse.

AdditioDll support eBbns are appropriate:

• List in wriIiIII for the customer the tlN'""1 tbIt are ......y to
protect II ·ft_ PBX COIDpIoaiIe ad .

• Ship oaty thole feMures that die~ reIp.-tJ; remove de&uIt passwords
&om feI&InI such u DISA, 10 tbIJ ..... c:.IOt euiIy &ee••' tbeIIL

• Secure in wri&iDa tbIt the customer is IWII'e ofthe system's capabilities aDd
protectioal.

•~-.-cy CODtICt IIUIDben far c:ustamerI to use iD ca.- ofCOID~
mdlbule.

• Make IIpII'Ida to the CPE's COiIII..... IDftwIre by methods more secure tbID a
diaI-up ..... with defauk pIIIMJIds. For pImple, update die customer's CPE
throuIb CIII bIcIc modems or...... ICCIII deYices.

• Care for tile IICUrity and COmpl'Nay of"lad IDd refiDbisbed equipment with
other mr.co.DleCted ...... oftbe~. networIc.

• Educate the customer tborouPIY. indud" support for user groups. etc.

RESPONSIIIILITII:S OF THE LOCAL 'I"ELEPIIONE COMPANIES:

The local tel..... COIIIpIIIies (lEes) haw a~ role for CUltam.s who dIooIe
their own PBX IIId CPE. The LECs..-y hqu.1y not know what a CLIItOIMr is
p~ Nor IN tbe LEes &m.1j1f with till wide VII'iety oftermiDII ....... tbat is
avagabIe to ....b ••• 0WIIm. HoMYw. they CIa help to combat hud by pI'OInotina an
heigbtened IICUrity c:oacem IIDOIII aU their customers.

Other III..... 6.-11 iDdude:

• Conduct wide cu edlation throuP biD inIerts, iddreaiDa end u.- srouPI.
holdiDa tI'IiiIIiaa rs, 1tC. .

• Eva.. paailted t8bI1s with lema diItaDCe compIDies. equipment
IIIIIIUfac:turw etc. to edllcate~.

• Evm.e all LEe products and IS'Yices far security CODCmII before~.
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• Where~ telecommutica1ioDs .,...' are oftired, fWfiD the above ....eeI
IICUrity , ....ofm COMUkant. IS 1f'PI'OPrlate.

• Alert their CI*OIDeI' COIItId (lJe'sjpess oftice. repair. SIlesiservice) to the
sips oftoU bud. so that theIe stds caD better support business owners who are
victimizwl.

• Deploy nerwork bloclciDg services (1UCh .1DterDItioaal Direct Dial BloclciDg) and
call sc:r--. iIIformItion eli... to COIIIPII- QIItOIDeI' equipment restriction
sa.... _ long distlDce c:ompgy .-work IDOIIitoring.

• Develop aerwortc moaitorinl~. to hiaNiIItt potemiaI fi'aud patterns (local
heckinl. 100. iDtemItioDal. etc.) • ..ty • poIIibJe.

• ExpaDd~ bud~ ......,an to allYlll day124 hour basis.
• Coarinue the ute ofsecurity stili to support JOIII eli_DO"! company inveIbptions

IDd CUItGIIIIr iDquiries.
• Coo....widllaw eaforcemmtap. in education. investiprion. and

proleClJDoa eIbrts.
• Develop~ documeuc.tioD for fedIni _1OCIl ,.datms. in support of

guidelines aDowiDg timely and reIpOIIIive IICUrity efForts in cues oftoU fi'aud.

RESPON_ILI'IDS OF THE LONG DISTANCE COMPANIES:

The JODIdi_~. (IXC.) IN fi'eIIu ndy t1Jellltwurb that .... the brunt oftoD
hucl. beeN•• fill...... calls are ot. diI... to iIarnatioaal cfelrinarions. IXCs usist
in protecbaa tbIir QIICCtIIm with • wriety ofI8CIIitoriDI CIpIbiIities aDd proteCIioD
(mdemnity) JII-. IXC. also em combat bud by walinu"" the e:xtemive educatioDaI
campaigns to all customers.

Other sugpsted efforts iDc1ude:

• Perform IIItWOI'k 1DOIIitem. 01100c'. -.I calls directed to iDIa'DatioDli
destinatioas. to id8atify hMd ......

• Alert dIIir~ c=onr.- Id (hIli ••• otIice. operator services, repair.
saleII ) to the lips ofdhid. 10 that these ItIfIi can better support
..I ~who are viai••ed.

- • Include ill..aerwortc _I 1 *'-I1ICUrity iIIformIDoa that wiD
aIIrt D*a'WI to..-..lt __ 72••• 6ctiYe protections.

• Coatilue die ..of IICUrity..to • .,.,~ inquiries.
• Coopea..willi Jaw eafotCIIII. II_tiel ill "lIellioa. iDYestiptioa. IJId
~.,.,..

•~ CIII~,.tonfor ..... _1ocII ...rIIIots. in suppon of
guideI... aDowiDg timely and reIpOIIIiYe IICUrity dons in cues oftoU bud.
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RESPONSlBIUJ'lES OF REGULATORS:

Replltors perform • critical task in ddninI how the market acts and reacts. In the cue
ofton~ ....'Ie!«s should recoPze tMt it COltS the telecommunications industry
(and uJtimlMly COIIIUIDm ad sbareboIct.'s) bIIioDs ofdoOm annu.Jly. Those best able
to combat fraud should be empowered to tID timely lad efrective steps to minimize its
incidence and severity. In some~ ....''''ory JUideIiI* mipt appear to prevent LECs
and/or !XCs from diIcoaDec1iDs c:Iehuclers ill .1imeIy !DIIMIII'. Compuies that operate
across mID)' states are hqueDtly subject to COIA:'iaa ruIeI that do DOt reflect the
realities ofsyst-"; professicmal toU bud. CoatbIioD over rules coveriDI coBection
and security activities allows deftauders to stay on the netWork. Resu1ltors should act to
c1ari1Y such areas.

Additional sugesbons are:

• Cooperate IaOII jurildictiaal ( e .: .. NARUC. the FCC) to stIDdIrdize
reJlJlerioal tIIIt allow timely IIId toU bud.

• Alert~ tbrouIb pII'iGcIc ,., fl'..die wJaenbiJities oftaD
hud 1M tIIIir~ to AM IIioas.

• 5_......... 1•• '.d.p'· rf pnaoteitseafor~.

• AJJow LEes to deay .-vice, bodI.,. ir _lib' 'ad aDd after ."Iatina
takes pJIce. *2-= 7 dkY. 7 Cte.

• Allow telecomawniratioas ..... prDYidIn to cooperate in combating taU bud
tbrouIb the exc....., ofcustomer~on.

RESPONSIBILIIu:s OF' LEGISLATOItS:

Leaislators blip c:r-. the tIiecu+........n•••" ill rerpoIIII to the drive of
t~ __ bas. It is II" f;" tilly.,..••"'rive eDYiro... ill
which.telec.on .wee prDYidIn _ ..... thIir fidllkills to the preYeIIIion.
detection, and~I_ ofton fiaJd, recopi,.. that toll hud is • professional
endeavor that COIIIiIIuaIIy adapts.

Other steps are:

• C-.. DO ............ u. dill pk .....of iIIdu-.y tIcIa .....
or tbrl allow _ ...- to .... J 41.rlillly far to the ICJ8Ition.

• CreMe _ 1'_ Ix'........, to wark -.._vdy••i_ the proYIm
• Suppon.. In_ the.... ol1aw :sd..- orpH,.ionI, so tIIIt they are

empoweNd to 1Dd prc.ue ,.,.raonold bud. .
• Amend~ codes to -.ow tbe rIIrIive i...,.miIy enjoyed by thole who
....pm taB hud u • pror-ioD.



11-··--

PAGES

RESPONSIBDn'JES OF INSURERS:

IDsurers can apad the attention tbI! toU bud receives by including coverage for toU
fraud liability in their product portfolios. I..-s can contnbute sreat1Y to the education
ofbusiness customers by discussing risks ad protections related to toll fraud. together or
separately with oth« risk covetIF that YinuIIy aU businales coDSider. Packaging and
pricing toU fraud IiUiIity coverap a1fordIbIy (yeI pro&ably) will prompt businesses to
take effective precautions. This. in tum, will reduce the incidence ofremote access fraud.

RESPONSIBILITIES OF END USER GROUPS:

Trade associatioas ad telecommuDicllions ... 111« IfOUPI CID aIJo broadcast that toU
&IUd is a sipificaM risk for bt'±I".. Edue-. fi'om IIIIIIY sides will niDforce the
necessity for protective action.· U-1fOUPI1N pII'IicuIIrIy vaIuIbIe in this mode.
Frequeatly, they .. 1Iiped by their..ata 1enoIoaY or a...vador.
Ccmsequently. they CIa readily shire both D" iN 1IId effective remIdies.
1beIe groups CID also provide the "critiCII_1t Dllllded to stimullte deveIopmeDt ofnew
technology.

RESPONSlBD.JlitS OF LAW DfPORCDIENT AGENCIES:

While toll hud 1IIiIIIt .....u a viClitrl•• CI'iIIII, or 0.- ofleu pl'IIIiIw priority for
prosecution. ....'11 ••••, the operatiolE 7 :ill bum doDe to b!ll..... by
telecolDlDUDiCllioDs c:IIhuders is 1. Pedll'll1IId stIte Jaws vuiouIIy deIDe
telecommuni~ hud ad pllce eaforcf lIt ftIIPO"JibiIit in IIIIIIY orpniDIioas. It
is imponInt tbat dIiI diIuibutioa DOt IiDder IiIDIIy mv.iptioas and efFective enfon:e­
ment. Police oIIcen IiIouId coo.-_ ICI'OII juriIdiaions to inveIaipte ...,.:ted cues,
aDd district attonIeyIlIIould ptOIICIlIe cu. to ...fUture toU hud ad pin restitution
for victimized buliol_s. The~ COIllIJaunity CID aIJo aid the _ ..till
educational eftbrt tbrouP its own IUppOrt ofend UJer sroups, business councils, etc.
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I, Kelseau Powe, Jr., do hereby certify that on this 14th

day of January, 1994, I have caused a copy of the foreqoinq

0C*IIII1I'l8 01' U 8 -.. CC*IIUIIIcat'Icm8, IJIC., to be served via

first-class United States Mail, postaqe prepaid, upon the persons

listed on the attached service list.

Powe, Jr.
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*Reed E. Hundt
Federal Co..unicationa ca-aission
Roo. 814
1919 M street, N.W.
Washinqton, DC 20554

*J...s H. Quello
Federal Co..unicationa co..ission
Roo. 800
1919 M street, N.W.
Washinqton, DC 20554

*Andrew c. Barrett
Federal Co..unications Ca.aission
Roo. 826
1919 M street, N.W.
Washington, DC 20554

*Ervin s. Duggan
Federal Ca.aunications co..ission
Roo. 832
1919 M str.et, N.W.
washington, DC 20554

*Linda Dubroof
Fad.ral Ca.aunications Co.-ission
RooIl 6008
1919 H street, N.W.
Washington, DC 20554

*Inforaal ca.plaints and Public
Inquiri_ Branch

Federal C~ications co..ission
Step Code 1600A2
2025 M street, N.W.
Waahington, DC 20554

*Gerald P. Vaughan
Federal Co..unicationa co..i.sion
Jlooa 500
191' • stre.t, N.W.
washington, DC 20554

*Inter.national Transcription
Services, Inc.

Suit. 140
2100 K street, N.W.
W.shington, DC 20037

*Xathleen B. Levitz
Federal Co..unications ca.aission
ROOII 500
1919 M street, N.W.
Washington, DC 20554

AlJ:)ert H. xr.aer
Robert F. Aldrich
Dou91a. E. Rosenfeld
Keck, Mahin , Cate
Penthouse suite
1201 New York Avenue, N.W.
W.shington, DC 20005-3919

APCC
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Pa..la J. Andrews
Aaeritech Operatinq co~nies

Rooa 4H74
2000 west Aaeritech Center Drive
Hoffman Estates, IL 60196

Martin A. Mattes
Richard A. Goldberg
Grahaa , J_es
Suit. 300
One Mariti.. Plaza
San Prancisco, CA 94111

CPA

Ashley D. Adaa.
Rayaond S. Heywaan
O'Connor, cavanagh, Anderson,

W.stover, Killingsworth'
Beshears, P.A.

suite 1100
One East Ca.elback Road
Phoenix, AZ 85012-1656

APA John E. Selent
Him Reed , Harper
2000 Meidinger Tower
Louisville, KY 40202

CPMC

Francine J. Berry
Aaerican Telephone and Telegraph

COJIP&ny
Room 3244J1
295 North Maple Avenue
sasking Ridge, HJ 07920

John M. Goodman
Edward D. Younq, III
Bell Atlantic Telephone Companies
1710 H street, H.W.
Washinqton, DC 20006

M. Robert Sutherland
Richard M. Sbaratta
Helen A. Shockey
BellSouth T.leca.aunications, Inc.
4300 South.m Bell C.nt.r
675 W.st Peachtree Street, N.E.
Atlanta, GA 30375

Kenneth A. Hoffman FPTAI
Laura L. Wilson
.....r, Vickers, CaParello,

Madsen, Lewis, Goldaan , Metz,
P.A.

P.O. Box 1876
Tallahassee, FL 32302-1876

Willi_ E. Wyrough, Jr.
State of Florida Public Service

C_is.ion
Pletcher Building
101 East Gaines Street
Tallahassee, FL 32399-0850

Gail L. Polivy
QTI Service Corporation
suite 1200
1850 II Street, N.W.
Washington, DC 20036



Robert Meltenna
GTE Service Corporation
HQlE03J36
P.O. Box 152092
Irving, TX 75015-2092

Newton M. Galloway
Mullins , Whalen
P.O. Box 133
Griffin, GA 30224

GPCA

Do\ICJlaa F. Brent
Interexcbanqe Carrier Induatry

ca.aitt.. Toll Fraud Sub­
~itt.e

Suite 700
9300 Shelbyville Road
Louisville, KY 40222

Gr..ory A. Ludvigsen
Suite 500
706 Second Avenue Soutb
Kinneapolis, MN 55402-3006

NIPA

Paul C. seaozzi IHRCC
seaozzi, Gavin , Craven
suite 200
1901 L street, N.W.
Washington, DC 20036

Keith J. Roland I PAONYI
Roland, Fogel, Koblenz , Carr
One Coluabia Place
Albany, NY 12223

Stepben W. Ri_r
Mi••i ••ippi Public ca.aunication

Association
1290 Deposit Guaranty Plaza
Jackson, MS 39201

Donald J. Elardo
..ry J. Si.ak
Mel Telec~ications corporation
1101 Pennsylvania Avenue, N.W.
W••binqton, DC 20006

Judith st. Ledqer-Roty
Lynn IE. Shiporo
Reed saitb Sbaw , McClay
1200 18th street, N.W.
Wasbington, DC 20036

II willi.. M. Barvick
suite 202
240 •••t Biqh street
Jefferaon City, NO 65101

NICPA
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Paul Rodgers
Jaaes Bradford Ramsay
NARUC
1102 ICC Building
P.o. Box 684
waShington, DC 20044

st. Louis, Me 63101

Benjaain J. Griffin
Lynn B. Shapiro
Reed S.ith Shaw , McClay
1200 18th street, N.W.
Washington, DC 20036

-- ..

DOIRMOSC

1

Willi.. J. Cowan
New York state Department of

Public Service
Three Eapire State Plaza
Albany, NY 12223

Vincent Townsend
North Carolina Payphone Association,

Inc.
Suite 301
3714 Alliance Drive
Greensboro, NC 27404

Edward R. Wholl
George J. Brennan
NYNEX Telephone Co~anies

120 Blooaingdale Road
White Plains, NY 10605

Ja..s E. Taylor
Richard C. Hartgrove
John Paul Walters, Jr.
Southwestern Bell Corporation
Roo. 3520
One Bell Center

lAon M. lCestenbaWll
Pbyllis A. Whitten
Iforina T. Moy
Sprint co..unications co.pany, Inc.
Sui~e 1100
1850 M street, N.W.
Washington, DC 20036

Martin T. McCUe
Linda Kent
Uni~ed state. Telephone Association
suite 600
1401 H Street, N.W.
Washington, DC 20005-2136

Scott W. Lee UPA
Randle, oe...r, Zarr , Lee, P.C.
Suite 330
139 East South Teaple
Salt Lake City, UT 84111


